
Fraudulent Phishing Emails target Southbridge Savings 
Bank 
 
September 8, 2011 
 
At 5:30 AM this morning, a phishing email was sent to numerous email 
addresses in our area asking customers to click on a link and “update” their 
online banking access to secure their account.  This email sends users to a 
fake copy of our website and asks them to put in their username and 
password and then goes on to ask them for their email address and to 
enter the information for their three challenge questions.  Copies of the 
email, fake web site pages and the header showing the WRONG web site 
are below.  If you have any concerns or have been a victim of this phishing 
scam - please do not hesitate to contact us at: 1-800-939-9103 or stop into 
your local branch so we can assist you. 
 
Please remember that Southbridge Savings Bank will NEVER reach out and 
ask you for your passwords, user-names or full social security numbers for 
verification.  Please take caution with this current fraud activity. We are 
aware of the phishing attempts and are addressing the situation.  Thank 
you   
 

 Original Email Message 

 



 Link to a fake copy of our web site 

 

 

 Next step after entering a username and password 

 

 All with an incorrect web address keypropertysolutions.in  



 

 

Our internet banking web site is listed as: 

https://secure.southbridgesavingsbank.com and includes a green 

indicator that this is a secure site. 

 


