Fraudulent Phishing Emails target Southbridge Savings
Bank

September 8, 2011

At 5:30 AM this morning, a phishing email was sent to numerous email
addresses in our area asking customers to click on a link and “update” their
online banking access to secure their account. This email sends users to a
fake copy of our website and asks them to put in their username and
password and then goes on to ask them for their email address and to
enter the information for their three challenge questions. Copies of the
email, fake web site pages and the header showing the WRONG web site
are below. If you have any concerns or have been a victim of this phishing
scam - please do not hesitate to contact us at: 1-800-939-9103 or stop into
your local branch so we can assist you.

Please remember that Southbridge Savings Bank will NEVER reach out and
ask you for your passwords, user-names or full social security numbers for
verification. Please take caution with this current fraud activity. We are
aware of the phishing attempts and are addressing the situation. Thank
you

e Original Email Message

----- Forwarded message --—--

From: "customerservice" <online @southbridgesavingsbank.com>

Date: Thu, Sep 8, 2011 5:50 am

Subject: Southbridge Savings Bank Alert: Safequard Your Identity, Protect Your Account
To:

Southbridge
Savings Bank

1-800-939-9103

Dear Customers,
Because we care about your security, we are contacting you to confirm that you Need
to Update your Online Banking Access in other to secure your account access

To protect your privacy, messages from Southbridge Savings Bank .

Click on this link to proceed http:/iwww.southbridgesavingsbank. com/

Please do not respond to this message. Replies to this message are routed to an
unmonitored mailbox.




¢ Link to a fake copy of our web site

OS\gn-On Page YO Sign-0On Page . -
[ C | @ keypropertysolutions.in/Common/SianCn/Start asp.him WA
| Manage Your Financial Accounts Online
Southbridge
Savings Bank -
1-800-939-9103
o Sign-on
Troublasheoting Sign-on1D |
A Password
Enrell Online
Online Dema
Feedback
s Can't remember your Fassword? Click HERE
This is & private computer system which is restricted to autharized individuals. Actual or sttempted unautharized use of this \

computer system will resutt in criminal andfor civil prosecution. WWe reserve the right to view, monitar and record activity on the
system without notice or permission. Any information obtained by montoring, revieswing or recording i5 subject 1o review by law |
enforcement organizations in connection with the investigation or prosecution of possible criminal activity on the system. If you
are not an authorized user of this system or do not consert to continusd monitoring, exit the system at this time
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“our access and use of this system is validated and protected using Secure Socket
St L ot Layer(SSL) and all communication to and from this system is encrypted for your security

Privacy Statement

Copyright @ 2005, Southbridge Savings Bank

¢ Next step after entering a username and password

/ 0 Sign-On Page !

‘(- C @ keypropertysolutionsin/Common/SignOn/enter.asp.him oA

Manage Your Financial Accounts Online

Southbridge
Savings Bank -
1-800-939-9103
Troubleshooting
iy Upgrade Your Security Settings
Enroll Online
Online Deme
A Please provide the e-mail address that you register
Faedhud with us to security Your questions and answers.
Home
E-Mail Address
Enter Your Security Questions and Aanswers
1 Question (rnin. 10 characters)
Answer (min, 6 characters)
2 Question (min. 10 characters)
Answer (min. & characrers)
3 Question [min, 10 characters)
Answer [min, & characters]
[Submit |
—t
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e All with an incorrect web address keypropertysolutions.in
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Manage You

Southbridge
Savings Bank

1-800-239-9103

Our internet banking web site is listed as:

https://secure.southbridgesavingsbank.com and includes a green
indicator that this is a secure site.
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